10 CAU TRAC NGHIEM NOI DUNG VE AN NINH MANG CHO HOC
SINH CAP 3

Thai gian: Khéng giéi han | S6 cau: 10

Ho va tén thi sinh:

S6 bao danh:
LSép / Bon vi:

Ngay thi:

1. 1. Phan mém doc hai nao sau day c6 thé tu sao chép va phan phdi ban than minh qua
mang?

A. Trojan

B. Virus
C. Worm

D. Adware

2. 2. Cong nghé nao dugc sir dung dé€ ma hoda dir liéu trén mang?
A. Firewall

B. VPN
C. Antivirus

D. Malware

3. 3. Hanh vi nao sau day cé thé coi la mdt hanh vi tan céng mang?
A. GUi email chlra virus

B. Tai xuéng phan mém ban quyén
C. Cap nhat phan mém

D. Truy cap internet

4. 4. Cong nghé nao dugc st dung d€ ngan chan ngudi dung truy cap vao cac trang web déc
hai?

A. Firewall

B. Antivirus
C. VPN

D. DNS Filtering

5. 5. Cach nao sau day khoéng phai la cach bao vé an ninh mang?
A. Cai dat phan mém choéng virus

B. Cap nhat hé diéu hanh thuong xuyén
C. MG tat cd cac c6ng trén router

D. S dung mat khdu manh



6. 6. Phuong phap nao sau day khong phai la mot phuong phap tdn cong mang?
A. Phishing B. DoS

C. SQL Injection D. S& dung méat khau manh

7. 7. Dich vu nao sau day thuong bi tdn cong bang phuong phap DDoS?

A. Email B. Website
C. Phan mém chong virus D. Firewall

8. 8. Hé théng IDS dugc sir dung dé lam gi trong an ninh mang?
A. M3 héa dir liéu B. Phat hién va canh bdo vé cac hoat dong dang
ngo trén mang

C. Ngan chan ngudi dung truy cép vao cac trang D. Quan ly mat khdu nguoi dung
web dbc hai

9. 9. An ninh mang la gi?
A. Bao vé dit liéu trén may tinh ca nhan

B. Bdo vé dit liéu trén mang
C. Bdo vé dit liéu trén dién thoai di dong

D. B3do vé dir liéu trén may tinh bang

10. 10. L6 h6ng Zero-day la gi?

A. L6 h6ng ma céc nha san xuat phan mém B. L6 h6ng ma cac hacker biét dén
chua biét dén

C. L6 h6ng ma ngudi dung biét dén D. L6 h6ng ma chi admin biét dén



PAP AN

Goi y / Giai thich:

Cau 1: Worm tu sao chép va phan phéi qua mang

Cau 2: VPN ma héa dit liéu trén mang

Cau 3: GUi email chira virus la hanh vi tan cong mang

Cau 4: DNS Filtering ngan chan truy cap cac trang web doc hai
Cau 5: M4 tat ca cac cong trén router c6 thé tao ra 16 héng an ninh

Cau 6: S dung mat khau manh la mot phuong phap bao vé an ninh mang, khong phai tan céng

Cau 7: Website thuong bi tdn céng bang phuong phap DDoS
Cau 8: Hé thong IDS phat hién va cdnh bao vé cac hoat dong dang ngd trén mang
Cau 9: An ninh mang la viéc bdo vé dir liéu trén mang

Cau 10: L6 héng Zero-day la 16 h6ng ma cac nha san xuat phan mém chua biét dén
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